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Exercises module II:

Dealing with confidential research information: anonymisation techniques and other measures to enable use and sharing of research data

Anonymising qualitative data
Ex 1. Health and Social Consequences of the Foot and Mouth Disease Epidemic in North Cumbria, 2001-2003 (study 5407 in UK Data Archive collection) by M. Mort, Lancaster University, Institute for Health Research.
The 2001 foot and mouth disease outbreak had enormous effects on the economic, social and political life of rural areas in the UK. This research project produced evidence about the human health and social consequences of the epidemic. The study recruited a standing panel of 54 local people from the worst affected area (North Cumbria). The panel was recruited to reflect a broad range of occupations including farmers and their families, workers in related agricultural occupations, those in small businesses including tourism, hotel trades and rural business, health professionals, veterinary practitioners, voluntary organisations and residents living near disposal sites. Panel members wrote weekly diaries over a period of 18 months describing how their lives had been affected by the crisis and the process of recovery they observed around them. The data were supplemented by in-depth interviews with each respondent, and focus group discussions. In addition, 16 other interviews with stakeholders were conducted. 

Exercise: 
Workshop participants are given a transcript of an interview with a DEFRA field officer, who was interviewed about his experiences during the F&M crisis (as a DEFRA field officer and as member of an affected farming family). All personal information in the transcript is fictitious. The interviewee consented (in writing) to the transcript of his interview being made available for research and educational purposes, as long as he would not be identified.

Task:
Do you think this interview transcript can be archived and shared (yes/no)?
If yes, indicate how the text may need to be anonymised before archiving.
Discussion:

Most diaries and interview transcripts resulting from the study, including the one presented here, were anonymised and archived at UKDA and are available for re-use by other researchers (some have been embargoed for 25 years). Only minimal editing was needed to anonymise the interviews and diaries: names of interviewee and his/her relatives replaced with pseudonyms; day and month of birth removed (keeping only year); village name removed; company names removed. 

This is due to a well-thought-through consent form whereby consent was asked for various data uses (including data archiving) and was discussed on a one-to-one basis with individual panel members, giving panel members the choice to decide over archiving.

Various participants over-estimated the need for anonymising, with suggestions of removing all references to place names or removing any mention of the person’s life story (stating that an individual may potentially be traced by piecing together the person’s life story and background). Crucial in making data available for other researchers though, is the fact that researchers re-using the data are bound by an end user license which requires a researcher to ‘preserve at all times the confidentiality of information pertaining to individuals and/or households in the data collections where the information is not in the public domain. Not to use the data to attempt to obtain or derive information relating specifically to an identifiable individual or household, nor to claim to have obtained or derived such information.’

There was discussion over whether or not the interviewee could give consent over the mentioning of health problems of close relatives; or whether such information should have been removed.  Important to remember here is that the data or anonymised, so in theory re-users do not know the identity of any people mentioned in an interview. In obtaining consent, interviewees are treated as responsible people who can decide over the consent they give. 
A comment was made that it is difficult to decide which level of anonymisation is needed when there is not sufficient background information on the context of the study, e.g. how many DEFRA field officers live in Cumbria. That is true, which is why the researcher who is familiar with the data and the context is the best placed to carry out anonymisation.

Ex 2. Conflicts and violence in prison (UKDA study 4596) by K. Edgar & C. Martin, University of Oxford, Centre for Criminological Research.
This research project explored the circumstances which led to violence in prisons, the consequences of violent confrontations for prisoners and staff and the ways in which conflicts with the potential to lead to violence were resolved without recourse to physical force. The qualitative data consists of 129 'incident analyses' of individual violent, or potentially violent, incidents that occurred in English penal institutions. Typically, each analysis includes demographical and biographical details of the prisoners involved, extracts and summaries from semi-structured interviews held with them, with witnesses and with prison staff concerning the incident. 

Exercise:

Workshop participants view a transcript (notes) of an incident interview with a prisoner. All personal information in the transcript is fictitious. The interviewee consented verbally to the anonymised data being used for research purposes and for being shared with researchers, if sufficient measures were in place to prevent disclosure of identities.

Task:

Which anonymisation would be needed for these data to be shared with other researchers?
Discussion:
Minimal editing was needed (replace individual’s names with pseudonyms; remove prison wing name) thanks to a well considered methodology that takes the sensitivity of the topic into consideration. The prisons from which incidents and prisoners were selected were never disclosed or published in any way. The sample of prisoners studied (129 conflicts) across the entire English prison population is not disclosing. Very few identifying data such as person’s names were collected; prisoners typically did not mention and were not asked for opponents’ names in conflicts. 

All incident analyses were anonymised and have been archived at UKDA. Access to the data has been further restricted requiring data users to request permission from the researchers in order to prevent possible identification of those involved from descriptions of the event. 

Workshop participants overall estimated the need for anonymisation well; some considered removing details of convictions and offences in case they could be classified as identifying outliers.

Anonymising quantitative data

Ex 3. Labour Force Survey, Office for National Statistics.
The Labour Force Survey (LFS) is a quarterly sample survey of households living at private addresses in Great Britain. Its purpose is to provide information on the UK labour market that can then be used to develop, manage, evaluate and report on labour market policies. It is conducted by the Office for National Statistics. The questionnaire contains questions on the respondent's household, family structure, basic housing information and demographic details of household members, economic activity, education and health and income.

Workshop participants were presented with a handout giving examples of which measures are taken to prevent disclosing individuals’ identities, when LFS data are made available to researchers as individual respondent records. LFS data are available at two confidentiality levels: for general research use and under Special License.

Dealing with confidential relational and geo-referenced data

Ex 4. British Household Panel Survey (BHPS), Institute for Social and Economic Research.
The British Household panel Survey follows a sample of >10,000 individuals over several years in order to understand social and economic changes at individual and household level in Britain and to identify, model and forecast changes, causes and consequences in relation to socio-economic variables. Data are obtained on family, health, employment, earnings, accommodation, tenure, household finances, relationships, social and political attitudes, leisure activities, time use, etc. 
Exercise:
The BHPS with its various geographical variables is presented as a scenario. Respondent records are matched to postcodes, which in turn can be matched to a variety of geographical variables. Demand for access to such geographical variables for research purposes increases. Whilst single geographical variables are usually not disclosing, overlapping geographical variables can lead to very small geographies that could disclose individual records.
Task:
How can data sharing of such relational, geographical confidential data be enabled (maximizing data utility and optimising access to geographical data) whilst at the same time maintaining confidentiality?
Discussion:
The solution opted for by BHPS is disconnecting the geographical variables from the main BHPS data and making geographical data available as individual geographical variable datasets, with user access regulations. Access to one type of geography is free; access to multiple geographies requires a special license agreement.
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