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Training module II: Dealing with confidential research information 
Anonymisation techniques and other measures to enable use and sharing of research data

Research that involves people as participants (through interviews, questionnaires, surveys, focus groups, observations, citizen juries, etc.) may include sensitive or confidential information. Before such research data can be disseminated, made public, archived or shared with other researchers, they may need to be anonymised so that individuals, organisations or businesses cannot be identified from the research data. Anonymisation may be needed for ethical reasons (protect people’s identities in research), legal reasons (not disclose personal data) or commercial reasons.
How exactly to deal with confidential research information depends on the nature of the research, the information obtained, how this information is organised and how it will be used (short and long term). It also depends on how the confidentiality of the information has been discussed with participants, how the various uses of information have been discussed between informant and researcher and the informed consent that has been sought and obtained. 
It is thus essential to consider the confidentiality of research data and obtaining informed consent jointly, in a dialogue between researcher and informant.

Anonymisation in practice
The identity of a respondent can be disclosed from 'direct' and 'indirect' identifiers. 

Direct identifiers include names, addresses, postcode information, telephone number etc.; are often collected as part of the research administration process but are usually not essential research information.
Indirect identifiers include information that, when linked with other publicly available sources, could result in a breach of confidentiality. This could include geographical information, information on workplace, organisation, education institution or occupation. It could also be exceptional or unique values of certain variables (outliers) or unique characteristics for a respondent.

Personal data should never be disclosed from research information, unless a respondent has given specific consent to do so, ideally in writing. 
It is important to reach an appropriate level of anonymity, whilst aiming to maintain maximum meaningful information in the research data. Information should not be boldly removed or blanked-out, but rather pseudonyms, replacement terms or vaguer descriptors should be used. 

Where anonymisation would result in too much loss of data content, restricting or regulating access to data should be considered instead.
E.g. granting access only to bona fide researchers, whereby they are bound by a confidentiality use agreement
Anonymising quantitative data (tables, spreadsheets, relational databases)
Remove direct identifiers such as detailed personal information from a dataset. Such direct identifiers are generally irrelevant for research anyway.
E.g. remove respondent's names or replace with code; remove addresses; postcode information; institution and telephone numbers.

Aggregate or reduce the precision of a variable 

Reduce the precision of potentially revealing characteristics, such as the respondent's age and place of residence. As a general rule, report the lowest level of geo-referencing that will not potentially breach respondent confidentiality. The exact scale depends on the sort of data collected, but very detailed geo-references like full postcodes, wards or names of small towns or villages are always likely to be problematic. Coded or categorical variable can be aggregated into broader codes. 

E.g. record the year of birth rather than the day, month and year; record postcode sectors (first 3 or 4 digits) rather than full postcodes; aggregate detailed 'unit group' standard occupational classification employment codes up to 'minor group' codes by removing the terminal digit.

Generalise the meaning of a text variable 

Nominal variables have often been directly transcribed from a free-text response by the respondent, and such variables may directly or indirectly identify individual respondents.

E.g. a study of doctors' expertise contains variables that list detailed areas of medical expertise that could indirectly identify a doctor. These variables could be replaced by more general text or be coded into generic responses such as 'one area of medical speciality', 'two or more areas of medical speciality', etc.

Restrict the upper or lower ranges of a continuous variable to hide outliers
Continuous variables that record the value of an actual quantity may indirectly identify a single person if the values are unusual or atypical within the wider group researched. In such circumstances the unusually large or small values might be collapsed into a single code, even if the other responses are kept as actual quantities. Or alternatively one might code all responses.
E.g. annual salary could be 'top-coded' to avoid identifying highly paid individuals e.g. a top code of £100,000 or more could be applied (even if lower incomes are not coded into groups).

Anonymising relational data
A single dataset may not identify the individuals concerned, but a combination of datasets (for example a combination of qualitative and quantitative data), a relational dataset (whereby various datasets are linked through often identifying key variables) or a dataset in combination with other outputs may. It is important to consider all related materials when considering the confidentiality of research data. 

E.g. in confidential interviews on farms the names of farmers have been replaced with codes and other confidential information on the nature of the farm business and its location has been disguised. However, a detailed map in a published report shows the exact position of the coded farms on a topographic map. Farmers could be identified through the map that discloses the positions of coded farms. The link between farm code and map should thus be removed, for example by using different codes for interviews than for map locations.

Anonymising geo-referenced data (GIS)
This is a special case of confidentiality of quantitative data. In data held within a Geographical Information System, point data may fix the position of individuals, organisations or businesses studied, which could disclose their identity. By removing the point coordinates, the confidentiality may be maintained, but also all geographical or environmental information is lost - the data are converted into simple tabular data without geo-reference. Instead, each point coordinate could be replaced by a polygon feature representing a larger, meaningful area (km2 area, postcode district, ward, county) or by a linear feature (random line, road, river). Alternatively, the geo-reference could be removed from the tabular data and replaced by a meaningful alternative variable that typifies the geographical position (or a set of variables) and represents the reason why the locality was selected for the research purpose (altitude, vegetation type, catchment area, poverty index, population density). The full value of data can thus be maintained, whilst removing disclosing geo-references.

E.g. in a UK-wide pollution study air pollutant emissions data of CO2 and dioxins are reported for specific industrial sites and mapped through points representing the industrial sites. The pollution levels of individual sites can not be disclosed. Removing the point positions from the emissions data creates meaningless information. The points can be replaced by corresponding 10x10 km2 areas (ensuring that no single industrial site occurs within a single 10x10 km2 area) or can be replaced by county areas.

Anonymising qualitative data (interview transcripts, life stories, focus group transcripts)
With qualitative material (descriptive text), more care is often needed for anonymisation. Identifiers should not be simply removed or aggregated, as this can distort the data or make them unusable. 
Effective editing of data can involve using pseudonyms, abstract systems of coding or simply the crude removal of text. Whenever editing is done researchers need to be aware of the potential for distorting the data. For example, deleting all identifiers from text or sound recordings is a simple but blunt tool that creates data that is confidential but also unusable.

The objective should be to achieve a reasonable level of anonymisation, which is then combined with other restrictions (for example data use or access restrictions) in order to maintain confidentiality.
The basic strategies for anonymisation of text are:
· it is most cost effective to apply any form of editing at the initial transcription / writing up stage; although for longitudinal studies effective anonymisation may only be possible once all data have been collected (because of possible interlinked relations)
· whenever possible a procedure of pseudonyms rather than crudely blanking out details should be applied
· use search and replace techniques with care as it is easy to make unintended changes or to miss miss-spelled words
· retain unedited versions for use within the research team and for archival preservation 

· identifying information may provide research content, so over-anonymising should be avoided

· agree in advance to what extent other more subtle but obvious clues to a character, place or institution will be left intact 

· [bracket] replacements for clarity

· XML mark-up can be used for anonymisation - TEI tag <seg type=”anonymised”>Peter<seg/>

E.g. in a text replace a person’s name with a pseudonym (also when reference is made to third party persons) or with a tag that typifies the person [farmer Bob, paternal grandmother, council employee Jones]. Replace an exact geographical location with a meaningful descriptive term that contains the information essential for selecting the location [southern part of town, near the local river, a moor land farm, his native village].
Sensitive and confidential data may also be safeguarded effectively through access and usage restrictions. For example the UK Data Archive requests all users of data held within the archive to sign an End User Licence that requests users not to disseminate any identifying information. Users could thus use confidential data for analyses purposes, but can not publish them in a way that could identify individuals. This agreement has contractual force in law. In other cases a subset of data may be shared, used or archived for those cases where consent for archiving has been given.

Tips:

· Consider strategies of how to deal with the confidentiality of research data at the start of research

· Remove, mask or change identifiers but maintain maximum information; do not remove too much information
· Keep a copy for yourself of the original data before anonymisation
· Create an anonymisation log of all the replacements, aggregations or removals made (in a table)
· Automated search and replace techniques can be used, but with caution
· Be consistent in anonymisation techniques used within the research team and within the entire study, use the same pseudonyms, replacements and codes in publications and other outputs
· Carry out anonymisation whilst transcribing or data-basing data or information
· Inform participants about the anonymisation techniques used
· When anonymisation is not suitable (much information lost) or impossible, consider imposing use access restrictions to confidential data
www.data-archive.ac.uk
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